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AirBorne



AirBorne



What is AirPlay?



Vulnerability Discovery - AirPlay SDK



What is CarPlay?



What is IAP2?

● iPod Accessory Protocol v2

● Connects Apple devices to accessories.
● Authentication, capabilities negotiation, launching apps

(like CarPlay), etc.

● Transports: USB, Lightning, Bluetooth.



AirPlay vs Wireless CarPlay

● CarPlay uses iAP2 over bluetooth

● iAP2 is used to negotiate the device 

WiFi Password

● Phone connects to the CarPlay 

device WiFi

● Phone initiates screen mirroring via 

AirPlay while connected to the 

device WiFi
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Simulating the SDK



Simulating the MFI chip
Firmware Binaries Arduino MFI simulation Code



Simulating the SDK



Vulnerability discovery - Final POC

● Running AirPlay Server ✅
● But, is the product vulnerable?



Exploiting Over WiFi - Stack Overflow RCE



Are you Patched?



unexpected Remote Code Execution

Are you Patched?
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Moving to Cars

Cars?



Moving to CarsWhen you have limited budget



How do we connect to the device WiFi?
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Bluetooth pairing

PIN/ Passkey No-Pin (Just Works)



iAP2 Protocol Structure

hmm… what’s 
my car’s wifi?





iAP2 Payload Structure



iAP2 Checksum



iAP2 Authentication

● Authentication is one way 

● The phone authenticates the device

● The device does not authenticate the phone

● Any device can impersonate a phone



Authentication steps

Challenge Response



iAP2 Session



iAP2 Wifi Credentials



Prerequisites



1/5
Prerequisites



CarPlay Enabled

USB Wireless

Physical Access

Prerequisites



2/5
Prerequisites



CarPlay Enabled

Wireless

WiFiBluetooth

Default WiFi Password

Prerequisites
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Prerequisites



CarPlay Enabled

Wireless

Bluetooth

Discoverable Not Discoverable

User Interaction 
(Pairing)

Prerequisites



4/5
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CarPlay Enabled

Wireless

Bluetooth

Discoverable

Pin Pairing

Screen Visible

“Just Works” Pairing

Prerequisites
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CarPlay Enabled

Wireless

Bluetooth

Discoverable

Pin Pairing

No Prerequisites!

“Just Works” Pairing

Prerequisites



Prerequisites



DEMO

https://vimeo.com/1117105152?fl=pl&fe=sh


https://docs.google.com/file/d/1-RFW_-Z7geFuQ6LA6L-UPHphasjXWyYb/preview
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The Problem: The SDK Supply Chain

Auto OEMs Firmware & HW 

Makers

Aftermarket 
Infotainment

“Not my code” ≠ “Not my problem”



Implications

Millions of vehicles & AirPlay 
SDK Devices impacted 

Firmware updates for 
cars could take years

Drive-by Bluetooth 
Attacks
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Summary



Questions?

https://www.oligo.security/blog/



Thank You! 

Avi Lumelsky
avi@oligosecurity.io

@avi_lum



THANK YOU!





JONATHAN DAVIS III

PRESENTATION TITLE
ON EVERYTHING 
ABOUT
APPLICATION SECURITY



01 TITLE OF THE 
FIRST GROUP 
OF SLIDES
SUB-HEADLINE



PRESENTATION TITLE
ON EVERYTHING ABOUT
APPLICATION SECURITY
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