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Vulnerabilities CVEs Assigned Affected Devices

Wormable Exploit

DISCLOSURE TIMELINE

October 2024 April 2025
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What is AirPlay?

©

AirTunes

Introduced in 2004

Audio streaming
to AirPort Express

@ (o)

AirPlay AirPlay 2

Introduced in 2010 Introduced in 2018

Supports audio and Multi-room audio,
video streaming improved buffering
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CarPlay Overview  Models Home app Overview  Accessories

AirPlay-Enabled AIWA Roku TV

TVs and Video Amazon Fire TV 4-Series (2021)

Accessories Amazon Fire TV Omni-Series (2021)
Amazon Fire TV Smart TV (2K HD)

More than 800 mOdeIS to Amazon Fire TV Smart TV (4K UHD)
choose from. AOC Roku TV

ATVIO Roku TV

It's easier than ever to find a vehicle that works with CarPlay. Check this list for the
: : Coocaa Roku TV
latest information.*

Daewoo Roku TV
Supports car keys

Element Roku TV

FFalcon Roku TV

Stream video and audio with AirPlay FUNA 4K Fre TVERRZ— b7 L E F3405/1)—X (2022)
FUNAI HD Fire TVEE# 2 <Y — k7L E F140> 1) —X (2022)
Hisense 4K UHD (2022)

Hisense A63H Series (2022,2023)

Hisense A65H Series (2022)

Hisense A6H Series (2022)

Hisense AGHAU Series (2022)

Hisense A6K Series (2023)

Hisense A7H Series (2022)

Hisense A7K Series (2023)

Hisense A85H Series (2022, 2023)

Hisense A85K Series (2023)

Hisense A9H Series (2022, 2023)

Hisense C1 Series (2023)

Hisense E7H (43" 50") Series (2022, 2023)

Hisense E7K Series (2023)

Hisense E7KQ PRO Series (2023)

With AirPlay, you can stream video and audio from your iPhone, iPad, or another Mac to your Mac. This
means that you can use your Mac as a display or speaker for your other devices. You can also stream from
your Mac to an HDTV, or mirror what’s on your Mac computer’s screen.
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Messages Now Playing
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e iPod Accessory Protocol v2

e Connects Apple devices to accessories.
e Authentication, capabilities negotiation, launching apps
(like CarPlay), etc.

e Transports: USB, Lightning, Bluetooth.



AirPlay vs Wireless CarPlay

AirPlay (WIFI)
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X Decompile: read_i2c_mfi - (AirPlay2) v X ||&] Listing:

lmwi fined4 read_i2c_mfi(undefined4

Ui N
-

int *pivarl;

N O ¢

egin(I2C ADDRESS);
(receiveEvent);
requestEvent) ;
in(9600) ;

O oONOWL A WN -

+ 8);
0 <>(this, "MFi autl
"11\1""*1“T‘J‘ + 8) + -
*¥)(this + iVar5 + Oxc) = ‘(ulnt )
(int *)
#(int **) ((int)pivarl + ’IIHT
1= (int *)0x0) {

I ();
"Recelved i X
tream_ir
tream_ir

piVarl = *(int **)(this + *(int *) (*(int *)(

Decompile: read_i2c_mfi x Defined Strings x

& Console - Scripting : T t() [

(zegl; erData);
("Register 0x31 read, sending: ")J
n(registerData, HEX);
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e Simulating the SDK
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e Running AirPlay Server

e But, is the product vulnerable?
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bash-4.3# 1id

id

uid=0(root) gid=0(root)
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AKCVE-2025-24132 Detail

Description

The issue was addressed with improved memory handling. This issue is
fixed in AirPlay audio SDK 2.7.1, AirPlay video SDK 3.6.0.126, CarPlay
Communication Plug-in R18.1. An attacker on the local network may cause

anunexpected app termination.
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Description

The issue was addressed with improved memory handling. This issue is
fixed in AirPlay audio SDK 2.7.1, AirPlay video SDK 3.6.0.126, CarPlay
Communication Plug-in R18.1. An attacker on the local network may cause

anunexpected app-terminatton.
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Pair with My device?

Biuetooth palring code
222394

[ low My device to access your contacts
and call history

CANCEL PAIR
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1AP2 Packet Structure

Magic 1 (0xFF)

Magic 2 (@x5A)

Packet Length

Packet Length

ACK || EAK||RST || SUS

Packet Sequence Number

Packet Ack Number

Session ID

Header Checksum

Payload Data

Payload Checksum

Byte 0
Byte
Byte
Byte
Byte
Byte
Byte
Byte
Byte
Bytes 9 to
X-1

Byte X
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jowase  jAP2 Payload Structure

1AP2 Payload Structure

Magic 1 (0x40) Byte

Magic 2 (0x40) Byte

Payload Length Byte

Payload Length Byte

Payload Byte 4 - end
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Vi) @ﬁép iIAP2 Authentication

e Authentication is one way
e The phone authenticates the device
e The device does not authenticate the phone

e Anydevice canimpersonate a phone
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Command OxAAO00
Authentication start S

CarPlay Device

Command O0xAAO1
Certificate

Command O0xAA02
Random 20 byte challenge
AN

7
Command OxAAO03

Challenge Response

4

<

Command OxAA04
Fail

7 o
Command 0xAA05 (4
Success
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Pair Bluetooth

iAP2 Link Sync
iAP2 Link Sync Ack

Start Authentication

Certificate

Challenge

Challenge Response

Authentication Accepted

Start Identify

Identity

Identity Accepted

Identify Request WiFi
WiFi Details

Session Command
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param_tten = O

param id = 4
param _payload = b'\x95' (total 1)
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CarPlay
Enabled
USB Wireless
Physical Bluetooth WiFi
Access
Discoverable Not Default WiFi
Discoverable Password
“Just Works” . .. User Interaction
Pairing Pin Pairing (Pairing)
No Screen

Prerequisites Visible
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| USB Wireless
Physical Bluetooth WiFi
Access
Discoverable Mot Default WiFi
Discoverable Password

T e T

“Just Works” . .. User Interaction
Pairing Pin Pairing (Pairing)
No Screen

Prerequisites Visible



Z) ouwRsp Prerequisites

CarPlay Enabled

® Day 2025

Wireless

Physical Access
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CarPlay Enabled

Wireless

\

Bluetooth

Default WiFi Password
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Bluetooth

User Interaction

(Pairing)
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CarPlay
Enabled
USB Wireless
Physical Bluetooth WiFi
Access
Discoverable Not Default WiFi
Discoverable Password
“Just Works” . .. User Interaction
Pairing Pin Pairing (Pairing)

N[o} Screen
Prerequisites Visible
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CarPlay
5/5 Enabled
USB Wireless
Physical Bluetooth WiFi
Access
Discoverable Not Default WiFi
Discoverable Password

A\

“Just Works” . .. User Interaction
Pairing Pin Pairing (Pairing)
No Screen

Prerequisites Visible
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CarPlay Enabled

Wireless

Bluetooth

Discoverable

No Prerequisites!
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CarPlay
Enabled
USB Wireless
F hysical Bluetooth WiFi
Access
Discoverable Not Default WiFi
Discoverable Password

e T

“Just Works” . .. User Interaction
Pairing Pin Pairing (Pairing)
No Screen

Prerequisites Visible
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https://vimeo.com/1117105152?fl=pl&fe=sh
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https://docs.google.com/file/d/1-RFW_-Z7geFuQ6LA6L-UPHphasjXWyYb/preview
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“Not my code” = “Not my problem”
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) OWASP Implications

Millions of vehicles & AirPlay Firmware updates for Drive-by Bluetooth
SDK Devices impacted cars could take years Attacks
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Avi Lumelsky

avi@oligosecurity.io

@avi_lum
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01 TITLE OF THE
FIRST GROUP
OF SLIDES

SUB-HEADLINE
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